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Abstract—-Steganography is a powerful technique
for embedding hidden information within digital me-
dia. This paper focuses on a web-based tool for en-
coding and decoding hidden text within images using
steganography. The primary objective is to provide
an intuitive platform for secure communication by
concealing sensitive information in the alpha chan-
nel of image pixels, ensuring that the modifications
are imperceptible to the human eye. The encoding
process begins by encrypting the input text with a
user-provided password using the AES encryption
algorithm. The encrypted text is then embedded into
the alpha channel of the image’s pixel data, with
the length of the text stored in a specific pixel for
retrieval during decoding. On the decoding side, the
tool extracts the encrypted data from the image,
decrypts it with the provided password, and displays
the original text. To enhance usability and trans-
parency, the system features a visualization mode that
highlights the modified pixels, offering insight into
the steganographic process. The paper is implemented
using HTML5, JavaScript, and the CryptoJS library
for encryption. It features a user-friendly interface

for selecting images, entering text, and providing
encryption passwords. Additionally, the tool ensures
data security by combining encryption with steganog-
raphy, making it suitable for applications requiring
confidential communication or watermarking. This
paper demonstrates the integration of cryptographic
principles and steganographic techniques, providing a
simple yet robust solution for secure data embedding.

Index Terms—Steganography, CryptoJS library, Se-
cure Data Embedding, Watermarking, Encoding Text
Within image, decoding Text Within image, Pixels,
Text Stored in Image,

I. INTRODUCTION

A. Background

In the digital era, where the transmission of sensi-
tive information is commonplace, data security has
become a critical concern. Various techniques have
been developed to ensure confidentiality, one of
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which is steganography. Steganography is the prac-
tice of hiding information within a carrier medium,
such as text, images, or audio, in a way that
conceals the presence of the hidden data [1]. Unlike
encryption, which makes the content of a message
unreadable, steganography aims to disguise the very
existence of the message, adding an additional layer
of security [2]. Images are particularly popular
carriers for steganographic purposes due to their
widespread use and large data capacity [3]. When
combined with encryption, steganography can offer
a robust method for secure communication, making
it suitable for applications such as confidential data
sharing, watermarking, and copyright protection [4].
The paper demonstrates the potential of combining
encryption and steganography, Steganography pro-
cess is shown in figure 1.1.

Fig. 1: Process of Image Steganography

II. LITERATURE REVIEW

A. Introduction to Steganography

Steganography, derived from the Greek words
”steganos” (covered) and ”graphein” (writing), has
been practiced for centuries. Historically, it was
used to conceal messages in physical media, such
as writing hidden texts under wax tablets or embed-
ding information in microdots [1]. With the advent
of digital technology, steganography has evolved
to hide data within digital files, such as images,
audio, and video. This digital transformation has
greatly expanded its applications and complexity

[2]. Digital steganography leverages the character-
istics of media files, where minor modifications
are generally imperceptible to human senses. For
instance, the least significant bit (LSB) of a pixel’s
color values in an image can be altered to encode
information without affecting its visual appearance
[3]. When combined with encryption, steganogra-
phy ensures that even if the hidden data is detected,
it remains unintelligible without the decryption key
[4].

Fig. 2: Least Significant Bit

III. METHODOLOGY OF IMAGE
STEGANOGRAPHY

A. Section Overview

This section details the design and implementa-
tion of the steganography tool. The methodology
focuses on embedding encrypted messages into
image files while ensuring usability and security.
The paper is implemented using web technologies,
including HTML, CSS, JavaScript, and the Cryp-
toJS library for AES encryption.

B. System Design

The system consists of two main functionalities:
encoding and decoding messages. The design pro-
cess involved the following steps:

1) Encoding Process:

a. Image Input: The user selects an image file
to serve as the carrier.

b. Text Input: The user provides the message to
be embedded.

c. Encryption: The message is encrypted using
the AES algorithm with a user-provided pass-
word.
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d. Data Embedding: The encrypted message is
embedded into the alpha channel of the im-
age’s pixel data. Metadata, such as the length
of the message, is stored in the image.

e. Output Generation: The modified image is
saved as a new file for transmission.

2) Decoding Process:

a. Image Input: The user uploads the modified
image containing the hidden message.

b. Data Extraction: The system retrieves the
encrypted message from the image.

c. Decryption: The encrypted message is de-
crypted using the AES algorithm and the user-
provided password.

d. Message Display: The decrypted message is
displayed to the user.

3) Visualization: A visualization mode high-
lights the modified pixels in red, providing trans-
parency into the embedding process.

IV. IMPLEMENTATION DETAILS

The tool is implemented as a web application
with the following components:

Fig. 3: Home Page

Fig. 4: Encoding Section

Fig. 5: Decoding Section

Fig. 6: Visualizing changes

A. Security Measures

Password-protected encryption ensures that only
authorized users can access hidden data. Visualiza-
tion mode helps detect unauthorized alterations to
the modified image. Figure 3.4 Shows changes in
the image after encoding.

V. CONCLUSION

This paper explored the implementation of a
steganography system that embeds and extracts en-
crypted messages within digital images using the
Least Significant Bit (LSB) method. The primary
goal was to provide a secure and efficient method
for hiding secret data in images, leveraging AES en-
cryption for added security. The paper successfully
demonstrated the following:

Message Encoding: The system allows users to
embed encrypted text messages into images. The
encrypted message is embedded within the image’s
pixel data, specifically using the alpha channel of
pixels and the blue channel to store the message
length. Message Decoding: Users can retrieve the
hidden message from the encoded image by provid-
ing a decryption password. The system then extracts
the message from the image, decrypts it using AES,
and displays the result to the user. Visualization:
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The paper also incorporated a visualization feature,
highlighting the modified pixels (in red) that were
altered during the encoding process. This allows
users to visually inspect which parts of the image
were changed.
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